Template: Data Protection Concept for Research Projects 
(including within the framework of academic final theses or doctoral projects)
(based on a template of the Hessian Authority for Data Protection and Freedom of Information – version 0/1 – 7/3/2022)

Description of the Research Project 
· Presentation of research question/ Description of the research project
By means of limiting the research project to certain areas (patient groups, syndroms) and data, interference with rights of data subjects can be limited as much as possible. As a result, for example, the balancing of interests in the context of § 17 DSG NRW (see VI. 2. below) can be more in favour of the researchers.
· Study design
Explain here how the data is collected (surveys, evaluation of existing data etc.). It is decisive if work is done with anonymous data or if recourse can be had to data with or without consent (in the latter case the area of application is as described under VI. below).
· (IT-) infrastructure
· Planned term and possible follow-up research (transfer of personal data to other research projects)

Organisational Framework
· Responsibilities: Who controls the data within the meaning of Art. 4 Nr. 7 GDPR?
Typically, the person carrying out the research work is controller within the meaning of Art. 4 Nr. 7 GDPR. However, in case of involvement in research projects, this can also be the person who is the project lead.
· Identification of joint controllership or commissioned data processing relationships
· Other involved parties (sponsors, cooperation partners)
· International references (transfer of data to other countries)
· Involvement of ethics committee

Description of Data Processing
Data Subjects
· Patients, (study) participants, minors, employees, customers etc.


Categories of Data
· Address data, health data, bio probes etc.
The necessary data sets are to be named clearly in advance. They have to be in line with the principle of necessity and data minimisation. Of course, the data sets to be determined may encompass everything which is deemed necessary to reach the research goal. 

Data Collection
· Description of intended (electronic) data collection 
· Where does the data come from, who makes it available (internal database or transfer from external parties)?
If the data are obtained directly from the data subjects (questionnaires etc.), their consent needs to be obtained, which can then serve as legal basis for the processing.
The use of data based on § 17 para. 1 DSG NRW occurs therefore mainly in case of retrospective research projects with already existing data.
· Automatic query or specific processes for data transfer

Purpose Definition and Purpose Limitation
· Clear definition of the purposes of the processing of the respective data in the research project

Guarantees for the Rights and Freedoms of the Data Subject
Protection Requirement/Need for Protection and Risk Analysis
· Which risks does the data processing entail for the data subjects?
· Risk assessment based on extent of damage and probability
· Definition of a protection requirement category[footnoteRef:1] (normal, high) [1:  Standard Data Protection Model of the DSK
https://datenschutz.hessen.de/sites/datenschutz.hessen.de/files/20200417_DSK_SDM-Handbuch_V20b.pdf
] 


Pseudonymisation
· Checking the pseudonymisation of all data 
Pseudonymisation means that personal data can no longer be attributed to a specific data subject without the use of additional information (Art 4 Nr. 5 GDPR). Such additional information must be kept separately and be subject to technical and organisational measures to ensure that the personal data are not attributed to an identified or identifiable natural person.
Personal data must be pseudonymised as soon as possible.

· Description of pseudonymisation procedure
Characteristics that can be used to establish an attribution to a person must be saved separately as soon as the research or statistical purpose permits this; the characteristics must be deleted as soon as the research or statistical purpose permits (see also § 17 para. 2 DSG NRW)

· Determination of conditions for re-identification, if applicable 

Anonymisation
· Checking (for) earliest possible anonymisation
According to § 17 para. 3 DSG NRW, personal data must be anonymised as soon as possible given the research purpose, unless there are legitimate interests of the data subject to the contrary.
· Description of anonymisation procedure

Retention and Duration of Retention
· Where are the data stored?
· Depiction of the lifecycle of the data (if necessary, flowchart)
· Definition of retention duration (period) with reasons for necessity (see also anonymisation)
· Presentation of mandatory deletion and, if applicable, deletion concept (limitation of obligation to delete according to Art. 17 para. 3 lit. d GDPR; see no. VII.2)

Technical and Organisational Measures
· The technical and organisational measures to be taken in a specific instance must be determined individually
· Consideration of legal rule examples:

Pursuant to § 17 DSG NRW, the controller has to provide for adequate und specific measures for the protection of the data subject’s interests. This includes, in particular:
1. technical and organisational measures to ensure that the processing complies with regulation (EU) no. 2016/679,
2. measures that ensure retrospective examination and determination if and by whom personal data have been entered, changed or deleted,
3.   Sensitisation of persons involved in processing activities,
4.   Limitation of access to personal data at the controller‘s and of processors,
(5.    Pseudonymisation of personal data, (see above))
6.    Encryption of personal data,
7. Guaranteeing the capability, confidentiality, integrity, availablitiy and resilience of systems and services in connection with the processing of personal data, including the capability to quickly restore availability and access in case of a physical or technical incident,
8. establishing a procedure for the regular examination, assessment and evaluation of the effectiveness of the technical and organisational measures in order to guarantee the safety of processing, or
9. specific procedural rules which ensure compliance with the rules of this law as well as regulation (EU) no. 2016/679 in case of transfer or processing for different purposes.

· If applicable, recourse to technical and organisational measures of the university
· Checking possibility of data trusteeship

Optional: Subsequent Use of Data
· Which subsequent use of data is planned?
· Is anonymisation/pseudonymisation implemented?
· Which hurdles are put in place? (Application procedure)
· 
Optional: Checking § 17 DSG NRW
(Only if (personal data are processed without consent: e.g. data from data stock)
Necessity
If the data processing is not based on the consent of the data subject, the following aspects must be recorded
· Explanation of the necessity of the specific data processing for the purposes of the scientific research 

Processing without consent is not necessary if the research purposes can also be attained by using anonymous or anonymised data or by means of consent of the data subjects.

· Why can the research project only be realised with the subject personal data?

Balancing of Interests
· The researchers‘ interests in the data processing must outweigh the data subject’s interests in excluding the processing
· The interests must be considered and compared

The interests of the researcher usually take precedence if the principles of necessity, purpose limitation and proportionality are respected.
When carrying out the proportionality test, one must ask, within the framework of ”practical concordance”, if the interference with the data subject‘s rights is kept as limited as possible as a result of the realisation of the research project in conformity with data protection, and is not disproportionate to the purpose aimed for.

· Consideration of “reasonable expectations” of the data subjects which are based on their relationship with the controller

Data Subjects‘ Rights and Data Protection Management
Short Explanation of Processes and Designation of Contact Person for Compliance with the following Rights of Data Subjects:
· Art. 13, 14 GDPR Information obligations 
· Art. 15 GDPR Right of access
· Art. 16 GDPR Right to rectification
· Art. 17 GDPR Right to erasure incl. Art 7 – withdrawal of consent
· Art. 18 GDPR Right to restriction of processing
· (Art. 21 GDPR Right to object) – only in case of processing without consent.

[bookmark: _Ref85694653]Documentation and Justification in case of Restrictions of Data Subjects‘ Rights
· Restriction of information obligation according to Art. 14 GDPR?

The information obligations of Art. 14 GDPR are not applicable if and insofar as providing the information has proven to be impossible, or would require disproportionate effort; this applies, in particular, to processing for scientific or historic research purposes, subject to the conditions and guarantees set out in Article 89 para. 1 (Art. 14 para. 5 lit. b GDPR)

· Restriction of rights according to Art. 15, 16, 18 and 21 GDPR

These rights are restricted insofar as they presumably render impossible or seriously impair the realisation of the research purposes (§ 17 para. 5 DSG NRW).
The restriction must be “necessary” for the fulfilment of the research purposes and is designed as an exception.

· Right to erasure Art. 17 GDPR

According to Art. 17 para. 3 lit. d GDPR, there is no right to erasure if the data processing is required for scientific research purposes and the erasure right renders impossible or seriously impairs the realisation of the goals of the processing.

Presentation of Processes and Designation of Responsible Persons / Positions for 
· Notification of personal data breach according to Art. 33 GDPR
· Records of processing activities
· If necessary, data protection impact assessment
· Is contract with processors in place that provides for risk adequate measures?
· e.g. for survey tool (not if it is managed by university), transcription at transcription office, (cloud) storage for data transfer etc.
· To the extent there are data transfers to countries outside the European Union, are the data adequately protected?

